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Security Priority



Security Priority

• Security demands affect customer geospatial deployments AND how Esri builds products
- Recent US Government demand changes stem from

- 2021 Presidential EO on Improving the Nation’s Cybersecurity
- 2022 FedRAMP Authorization Act

• Geospatial deployments typically no longer operate in isolation and are interconnected 
with customer operations and cloud-based services

- Customers shutdown geospatial systems if there is not adequate assurance within hours (Log4j)

• Geospatial datasets are central to media viral stories (Climate, COVID, Racial)
- Misinformation is rampant, GIS security required to ensure integrity

• GIS datasets are breached as part of cyberattacks or misconfiguration

Importance of a Secure GIS has Increased Significantly



Shared Responsibility Model



• We’ve all heard the phrase, “Security is everybody’s responsibility”
- Sometimes this can lead to an incorrect assumption that someone else is responsible for aspects of an 
organization’s security posture

- How do we realize the goal of this phrase?

• Today we will briefly talk about how the shared responsibility model applies to our offerings
- Diving deeper into what we address
- What our customers need to address

Shared Responsibility



Shared
Responsibility

Customer Managed Esri ManagedCloud Provider Managed

Responsibility ArcGIS                   
On-Premises
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Client & End-Point Protection

Identity and Access Management

Application Level Controls

Network Controls

Physical Security

Responsibility ArcGIS                   
On-Premises

ArcGIS            
Cloud Images

Data Classification &Accountability

Client & End-Point Protection

Identity and Access Management

Application Level Controls

Network Controls

Physical Security

Responsibility ArcGIS                   
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ArcGIS            
Cloud Images

EMCS 
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FedRAMP          
Moderate

Data Classification &Accountability

Client & End-Point Protection

Identity and Access Management

Application Level Controls

Network Controls

Physical Security

Responsibility ArcGIS                   
On-Premises

ArcGIS            
Cloud Images

EMCS 
Advanced+ 

FedRAMP          
Moderate

ArcGIS          
Online        
FedRAMP              

Tailored Low

Data Classification &Accountability

Client & End-Point Protection

Identity and Access Management

Application Level Controls

Network Controls

Physical Security

• Anything missing for 
On-Premises responsibilities?



Shared Responsibility
• For both On-Premises 
and Cloud scenarios, Esri 
is responsible for 
delivering secure 
products

- Requirements for 
measuring a secure 
product are evolving

- Expanding to cover full 
software supply chain

- See Presidential 
Executive Order 14028 –
May 2021



Esri Security Responsibilities



Esri Responsibilities

DEVELOPMENT VALIDATION GUIDANCE



Esri Responsibilities
Development

• Overview of Esri Secure Development Lifecycle
- Trust.ArcGIS.com



Esri Responsibilities
Validation

• Publicly available
- ArcGIS Trust Center
- Cloud Security Alliance CAIQ – 27 pages

• HIPAA eligible Geocoding service
- BAA available – Restrictions listed on Trust Center Privacy page
- Upcoming FedRAMP Moderate and customer feedback

allows us to consider additional services based on demand

• Available to Agencies from FedRAMP Marketplace
- ArcGIS Online FedRAMP package
- Tailored Low package available now
- Moderate materials available soon



• Security controls shifted from FedRAMP Tailored Low to Moderate in 2022

• 3rd-party assessment materials summitted to initial authorizing agency (DOI) and FedRAMP for review

• Agency FedRAMP Moderate authorization expected by Q2 2023

• No migration is required, this was an in-place upgrade of security controls

• Authorized services remains the same through this transition, more service authorizations planned

• Start alignment with customer responsibility matrix now to ease transition

• When moderate authorization is in place, customers should consider expanded use cases involving 
sensitive information sets that can be discussed with your security team

Validation – ArcGIS Online FedRAMP Moderate

Security already advanced, assessment complete, waiting for agency authorization

Esri Responsibilities



Esri Responsibilities

• Remains an agency authorized offering
- DOI serving as initial authorizing agency
- Other agencies have already started reviewing Moderate package
- Communication so far from customers is JAB vs Agency based 
authorization does not matter

• Remains a public cloud offering
- Customers gain benefit of FedRAMP moderate security without 
additional Gov Cloud costs/limitations

Validation – ArcGIS Online FedRAMP Moderate



• National Defense Authorization Act (NDAA) signed at the end 
of 2022 incorporates FedRAMP Authorization Act

- Formalizes FedRAMP requirement for cloud services utilized by 
U.S. government

- Includes reciprocity enabling agencies to certify SaaS offerings like 
ArcGIS Online more easily

• What about US Defense usage?
- DISA supports reciprocity between FedRAMP Moderate and DoD 

IL2 without separate authorization paperwork
- See DISA Cloud SRG page 37

- DOD IL2 allows for non-critical mission information and public data 
to be hosted when Moderate authorization is in place

Validation – FedRAMP – Broader US Government Coverage
Esri Responsibilities



Esri Responsibilities
Validation – Upcoming - Cyber Supply Chain Validation

• Esri is actively maturing our cyber supply chain

• ISO 20243 assessment in progress
- Addresses Supply Chain / Development Security
- ArcGIS Online self-attestation by Q2 2023

• FedRAMP NIST 800-53 R5
- Adds Supply Chain control family
- Expected in 2024

• Broader International ISO 27001 Certification
- Scope: ArcGIS Online EU Region
- Expected mid-2024



Esri Responsibilities
Validation – Upcoming – EO 14028 National Cybersecurity Improvement

• Response to large-scale events (Colonial Pipeline & SolarWinds attacks)

• Broad executive order with aspects we will address today

• Secure Software Development Attestations
- FedRAMP addresses ArcGIS Online
- Government final terms expected by June
- Core product coverage Sept 2023

• Software Bill of Material (SBOM) validation ongoing
- Validating minimum EO specs met with SPDX
- Incorporating checks for no critical KEV’s as part of release

• Vulnerability Disclosure Program Leadership
- Esri is a CVE Numbering Authority
- Audited by NIST as top 1% for accuracy of information



Esri Responsibilities
Guidance

• Tons of guidance within Trust Center today
- Security & Privacy Advisor Tool
- Location Sharing Privacy paper
- Mobile
- Surveys

• Upcoming guidance
- ArcGIS Enterprise Security Hardening Guide

- Critical Software Security Measures Alignment
- Zero Trust touchpoints to be addressed

- Welcome beta document feedback



• Validate authorized services
- See Trust Center Customer Exclusive Docs
- Trust.ArcGIS.com

• See what’s next (Planned)

• Shift away from deprecated products

• Don’t use retired products

Guidance – FedRAMP Authorized
Esri Responsibilities



Esri Responsibilities

• Align with Customer Responsibility Matrix
- Same Trust Center location
- Both Tailored Low and Moderate available
- Example Responsibility

- Utilize a SAML provider (IDP) with ArcGIS Online and 
enforce account lockouts after 3 attempts for 15 minutes 
with IDP

Guidance – FedRAMP CRM



Customer Security
Responsibilities
Randall Williams



Customer Responsibilities

COMPLIANCE CONFIGURE PROCESSES



• ArcGIS Online’s Tailored Low authorization centered around hosting only non-sensitive 
information in the SaaS

- Drove a common pattern of sensitive data/services hosted in ArcGIS Enterprise and non-sensitive 
information hosted in ArcGIS Online (“Hybrid Pattern”)

• ArcGIS Online’s FedRAMP Moderate Auth allows agencies to consider storing PII and CUI
- Customers can now balance the hosting location of datasets (ArcGIS Online/ArcGIS Enterprise) more on 
operational effectiveness and less than sensitivity level, allowing for a much larger number of uses cases

- Allows agencies to meet Cloud First / Cloud Smart initiatives, allowing for more use cases

•Customers battling stringent remediation timelines should consider SaaS
- CISA Operational Directive mitigations typically implemented within days
- Critical issues mitigated within 7 days

Compliance – Considerations for FedRAMP Moderate Use Cases
Customer Responsibilities



Customer Responsibilities
Configure

• Ensure your systems are configured in alignment with best practices

• How? Use the ArcGIS Security & Privacy Advisor
- Where?  The ArcGIS Trust Center home page
- What?  Scan ArcGIS Online or Enterprise
- Who?  Requires Admin role to use
- Cost?  Free!
- Setup?  None for ArcGIS Online, minimal for Enterprise
- Time?  Less then 1 minute to scan Org

• Any items highlighted red (Dangerous), should be addressed immediately
- Can be used to help align with FedRAMP Moderate requirements

Quickly and easily validate the security and privacy status of your Orgs 



Customer Responsibilities

• What specific ArcGIS Online security control:
1. Blocks more then 99.9% of account hacking attempts
2. Is likely not enabled across your entire GIS yet

• Answer

-Multi-Factor authentication (MFA)

Configure

MFA is not a silver-bullet – It is a minimum requirement for a secure GIS



• Use SAML for centralized user management
- Manage users and groups with your domain tools

• Disable use of Social Media credentials to authenticate to Org
- Allows access and audit of authentication controls using domain and/or AGO logs

• Configure custom roles for separation of duties
- Use roles you define to delegate responsibilities and prevent privilege creep

• Disable Anonymous Access
- Limit access to the AGO home app to authorized users. Share content via apps

Configure – Consider your use case and adjust
Customer Responsibilities



Configure – Consider your use case and adjust

ArcGIS is Highly Configurable

Customer Responsibilities



• Prevent users from sharing publicly
- #1 source of privacy and data spillage is not an attacker – it’s customers 

• Prevent bio edits/visible profiles
- Limit employee personal data exposure

• Remove social media links
- Helps prevent data leaks via social media

• Participate in Organization Verification Program
- Identify your organization as authoritative – be the source of truth!

Configure – More settings to consider
Customer Responsibilities



• Using the Security & Privacy Advisor Tool is a 
great start, but not all capabilities/best practices 
are addressed by one tool

- Portal for ArcGIS & ArcGIS Server best practice 
scanners come with ArcGIS Enterprise

- A holistic table of security & privacy setting 
recommendations is included within the Location 
Sharing Privacy paper updated December 2022

Configure – Diving Deeper into Best Practices

Review the many documents available in the ArcGIS Trust Center

Customer Responsibilities



• To achieve FedRAMP moderate alignment for your ArcGIS Online organization, you’ll need 
configure it based on the Customer Responsibility Matrix (CRM)

- The good news: Implementing these best practice recommendations we just discussed aligns with 
the FedRAMP Moderate recommendations in the CRM

- The Security & Privacy Advisor can help automate validation of alignment many CRM items that 
require technical configuration settings

- This allows for ease of ongoing validation and prevention of potential configuration “Drift” issues

Configure – FedRAMP Alignment

FedRAMP alignment is both an Esri responsibility AND a Customer responsibility

Customer Responsibilities



How do I validate my configuration options again?

• Supports ArcGIS Online and ArcGIS Enterprise!
• Enhancements planned/ongoing – check out the new BETA!

ArcGIS Security and Privacy Advisor! – https://trust.arcgis.com

Provide feedback on the new Beta version!



Customer Responsibilities

• Architecting the ArcGIS System: Best Practices

• Practices with strong security value include
- Leverage Automation Tools

- Flag when configuration drifts away from best practices
- Environment Isolation

- Separate production, staging, and development environments
- Identity management

- Without MFA, accounts will be compromised
- Publication strategy

- Without a strong/enforced publication process, data will be breached

Processes

Hold on…Data will be breached?



Customer Responsibilities

Question: What GIS security process:
1. Drastically reduces the likelihood of the most common GIS data breach
2. Is frequently bypassed when enforcement controls are not in place

• Answer
- A Strong GIS data publication management process

• Most common breach of GIS data
- Occurs when customers accidentally publish sensitive data publicly, such as Survey123 results
- Resulted in Esri publishing extensive guidance and providing stronger in-app warnings
- Best analogy is the customer accidental over-exposure of AWS S3 datasets

Processes

Don’t bypass rigorous GIS publication processes



Summary



Summary
ArcGIS Online Security & Compliance requires strong due diligence by Esri and customers

Questions? SoftwareSecurity@Esri.com

SECURE
DEVELOPMENT

TRUST
CENTER

FEDRAMP
MODERATE

SECURITY & 
PRIVACY
ADVISOR

MULTI-FACTOR
AUTHENTICATION

RIGOROUS
PUBLICATION
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