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ArcGIS Online Security

. App Configuration - Software Design & Security . Compute

- Access - Privacy - Storage

- Credentials - Secure Operations - Database

. Roles, Privileges - Certifications/Compliance . Network

. Sharing - Customer Communication - Physical Security
- Authentication Options - Customer Data

. Password Policy - OS, Network, Firewall Config

- Personal Information

- Tracking Usage



Agenda

- Platform Security

- Deployment Architecture
- Compliance

- Security Advisor Tool



Platform Security

Andrea Rosso



Portal Information Model
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Portal

Home Gallery Map Scene Groups

_Arcﬁfm

Petreleum

u I —
: Ey‘eﬂun the Competition Bakken Incident
Management

ArcGIS for Natural Resources is an example of a map- collaborative content management system you can leverage across your
company to improve business functions and solve problem nd deliveri location in a useful and understandable way. The ArcGIS Platform
can serve as the binding agent for key business systems such as Asset, Financial and SCADA to improve your existing platform investments and

help to facilitate better decisions.
:
@esri

Your Organization

Custom Url (yoururl.maps.arcgis.com)
Public or Private

All Organization Settings



Items

1-50f5inuc2018sec
Title
Store Closures
(3 Buildings
@ Hazards
Schools

USA Zip Codes

- Types

- Web Map
- Services

+ - Data

Sort by: Date Maodified v
Modified
csv s« Jul 6,2018
Web Scene «e=  Jul 6, 2018

Feature Layer (hosted) ees Jul b, 2018

Shapefile 8 Jul 6,2018

Layer Package ses Jul b, 2018

- Private by default

- Can Share to
- Groups
- Organization
- Everyone/Public




Members (Users)

Members own items and groups

Members have a profile

Configurable Discoverability
- No one
- Organization
- Everyone

Members have a Role

Member

Al Dente
al_Esris

Randall Williarr
randall_williams

Last login




Roles

- Built-in Roles
Administrator
Publisher
User

Data Editor
Viewer

- Custom Roles
- Templates
- Fine Grained Privileges

ate a new role




L

Groups

- Contain Items and Members
- Members have access to items in group

- Group owners can share items to their
own groups

- Groups can be visible to:
- No one (private)
- Organization
- Everyone
- Items do not inherit visibility

- Groups with Update Capabilities




Feature Layer Editing

- Users who always can edit
- Owner
- Admins
- Members of Groups w/ Update

- Enable Editing

- Anyone who can access the service

- Options

Add, update and delete features

Only update feature attributes

Only add new features

Feature Layer (hosted)

Editing
aated and updated fea

created and last upd eatures.

mchranization).

The same

Only add

rt ta different formats.



Hosted Feature Layer Views

- A Feature Layer based on another Feature Layer
- Can have different settings:

- Sharing *
- Editing ’

- Export

- Filters 2o/ » %
- Metadata - —

- Time settings .

- Can only be created by owner of base layer ST ;‘




Authentication Options — ArcGIS Accounts

ArcGlIS login

Keep me signed in

Forgot username? or Forgot password?

Not a member of this organization?

Sign in to your account on ArcGIS Online

ArcGIS Account

* Multi-Factor Authentication

« Additional security with second factor at
login

» Support for Google Authenticator or MS
Authenticator

« Admin needs to enable for Organization

* Must have 2 admins

 Members setup their own Multi-factor

« Password Policy

* Default Password Policy
« 8 characters with at least 1 number
« Weak passwords validation

 Can Customize
« Complexity
« History
« Expiration

@ Google Authenticator

Enter this verification code if prompted
during account sign-in:

929165

838610



Authentication Options — Social Accounts

ArcGlIS login

Keep me signed in

Forgot username? or Forgot password?

ﬂ Facebook

G Google

Not a member of this organization?

Sign in to your account on ArcGIS Online

Social Account

Facebook Logins
Google Logins

By Invitation

Social Login maps to unique username in

Organization
Requires an email

Sign out doesn’t sign out of your Social login



Authentication Options — Enterprise Accounts

- Use your own identity provider

Enterprise login

ArcGIS login

Not a member of this organization?
Sign in to your account o

Enterprise Account

- Can add members:

- SAML 2.0
- ADFS
- NetlQ Access Manager
- Shibboleth

Identity
Provider

- Automatically upon login
- With an Invitation

- Can allow or disallow ArcGIS Online and

Social Identities

- Enterprise groups are supported

- s s am a=m



Admin Organization Controls

HTTPS and HSTS

Disable Sharing to Everyone
Disable Bio
Disable Comments

Setup Admin Contacts
- Setup Purchasers

Security

Configure the security settings for your organization.
Policies

Allow o your organization's website, EsriSecPres.maps.arcgis.com,.

What ean

Allow members to edit biographical information and who can see their profile.

Sharing and Searching

Memlbzers can share content publicly.

g

Members can search for content outside the organization.

Show social media links on item and group pages.




Keeping Track of Usage — Status Dashboard

ontent

Credits

- Content
° Ap ps o Contributors
- Members

Groups

Sharing Summary

Tags in Items

test BA Business Analyst
Data [tem Test region.us




Keeping Track of Usage — Activity Log

What
— Organization
— Item
— User
— Group
Who
- Id
— Owner
— actor
Action
— Request
— Data
When
— UTC and Epoch
From Where
— |IP address

—

tivity log

; and content.

Maximum number of events

100

Download CSV




Keeping Track of Usage — Activity Log

Activity Log Example

A

id

SR

B 1
idType

& D

orgld owner
WIZYImo
wi7Yl
WI7Y1m
WI7¥1m
WI7Y¥1m
WI7Y1m9;
WI7Y1m9:
WI7Y1m9:
WI7Y1m9:
WI7Y1mS:
WI7Y1m9;
WI7Y1
WI7Y1m9.
WI7Y1m9:
WI7Y1mS:
WI7Y1mS.
WI7Y1m9;
WI7Y1m
WI7Y1m
WITY1m
WI7Y1m
WI7Y1im
WI7Y1m
WI7Y1m
WI7¥1m
WI7Y1m9.
WI7Y1mo.
WI7Y1m9:
WITY1m9. oo

actor

.ip .action. created .created__utc.

198.1
198.1
198.1
198.1
198.1
198.1
198.1

: 198.1

198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1
198.1

198.1
203.1
198.1

G

login

login

add
update

login
login
login
login
login
login
login
login
login
login
update
add
update
delete
add
update
update
update
delete
login
login
login
login

1546318814111
1546318823182
1546318835306
1546318836441
1546318836573
1546318844809
1546318883084
1546318884280
1546318909201
1546318911806
1546318912175
1546318922605
1546318928810
1546318047471
1546319018444
1546319028396
1546319037463
1546319053392
1546319055641
1546319055739
1546319077690
1546319079507
1546319079584
1546319080313
1546319080519
1546319096183
1546319125446
1546319136761
1546319185690

1/1/2019 5:00
1/1/2019 5:

1/1/2019 5:00
1/1/2019 5:00
1/1/2019 5:00
1/1/2019 5:00
1/1/2019 5:01
1/1/2019 5:01
1/1/2019 5:01
1/1/2019 5:01
1/1/2019 5:01
1/1/2019 5:02
1/1/2019 5:02
1/1/2019 5:02
1/1/2019 5:03
1/1/2019 5:03
1/1/2019 5:03
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:04
1/1/2019 5:05
1/1/2019 5:05

]

request
/sharing/rest/oauth2/token
/sharing/rest/generateToken

K

reqld

1c47a745646f4b09b73588 arcgisprodesktop

098813591834540c0a51fe3 ref.http://www.arcgis.com

/sharing/rest/portals/self/collaborations/6f6 e43014379efc4391ab04811f67963c54
/sharingfrest/portals/self/collaborations/6f6 ded006c5d37141eab37b785648d1b595
[sharing/rest/portals/self/collaborations/6f6 ded006c5d37141eab37b785648d1b595

[sharing/oauth2/token

/sharing/rest/oauth2/token
/sharing/rest/oauth2/token
/sharingfrest/oauth2/token
[sharing/restfoauth2/token
[sharing/rest/oauth2/token
[sharing/rest/oauth2/token
/sharing/rest/oauth2/token
/sharingfrest/oauth2/token
/sharing/rest/oauth2/token
/sharing/rest/oauth2/token

775dbaaa%46b4732abelc: arcgisdesktop

©84901650b224843a000et arcgisprodesktop
c8f258ab762047ec96499%a arcgisprodesktop
75ea048523d244cba8679f arcgisprodesktop
Oc4344aedba34adbba3?3f arcgisprodesktop
€55%9e94e791c473b934 7ef arcgisprodesktop
28e802ac80504432a89a2: arcgisprodesktop
3c2e550f50a340be817d50 arcgisprodesktop
c5f8da08875e404b857148 arcgisprodesktop
f452ac8c9978458491cd4d arcgisprodesktop
50fa0f678ce04248aa80c3 arcgisprodesktop

/sharingfrest/portals/self/collaborations/2219275¢50ee6024146b3a8ae770bfbabdf
/sharing/rest/portals/self/collaborations/22182041a8a17c546248504c28f3e7e08ch
/sharing/rest/portals/self/collaborations/2219e9f5d67dffb44d9b10577a311c70da7
/sharing/rest/portals/self/collaborations/2219e8f5d67dffb44d9b10577a311c70da7
/sharingfrest/portals/self/collaborations/221 acc827b3c34e42c28ab04bc8c6585144
/sharingfrest/portals/self/collaborations/221b597a0249734401088d2cf1b3ab7e36f
[sharing/rest/portals/self/collaborations/221b597a0249734401088d2cf1b3ab7e36f
[sharing/rest/portals/self/collaborations/221b597a0249734401088d2cf1b3ab7e36f
/sharing/rest/portals/self/collaborations/221b597a0249734401088d2cf1b3ab7e36f

/sharing/generateToken
/sharing/oauth2/token

0bS6e228b2c24175a4d19¢ ref http://www.arcgis.com

88fffS71a3fe4ea59alc7ce drone2map
4e64fd0cficad85e97bba arcgisprodesktop
7509bce05c794d5a9f707¢ arcgisprodesktop

L

clientld

{"portalld":"8bd218ff-7966-42fa-a87f-cdaeecd7a178","ro

name":"b3c

{"name":"46¢c

a%ec-211a-44cc-a758-1651a77ea8a?.crpk")

1ca9d-d2de-4363-alaa-ae09cd1513ae.crpk”}

LAY

Guest","status|




Recommendations

« Setup Admin Contacts

 Use MFA or your own IDP

 Don’t share Editable Feature Layers to Everyone and Use Views
« Setup Custom Roles and restrict full Admins

* Older Organizations
« HTTPS Only
« Standardized Queries Only

* Private Organizations
» Disable Public Sharing
 Disable Anonymous Org Access



Deployment Architecture

Michael Young



Deployment Architecture
Options

On
Premises




Responsibility ArcGIS ArcGIS EMCS ArcGIS
De p I Oyme nt On-Premises Cloud Images Advanced+ Online
Architecture FedRAMP FedRAMP

Moderate Tailored Low

Responsibility

Data Classification &Accountability

Client & End-Point Protection

Identity and Access Management

Application Level Controls

Network Controls

Physical Security

Cloud Provider M d '
. 4CqustomerManaged . oud Frovider lvianage . Esri Managed D



Deployment Architecture
Hosting Options

Users

Ap pS Anonymous

mdy R
P i

On-Premises ArcGIS Online

Ready in minutes

Ready in months/years
Centralized geo discovery

ArcGIS Enterprise behind : ;
yonmenal Esri Managed Cloud Services Multi-tenant
You manage & certify . Ready in weeks FedRAMP Tailored Low

ArcGIS Enterprise in the cloud
Dedicated services

. . . All options can be combined or separate



Deployment Architecture
User Scenario — ArcGIS Online Alone

| want to share and process operational data with field workers.

Rapid Deployment (SaaS)
Low TCO

Utilize content / Basemaps
Data: Low Impact




Deployment Architecture
User Scenario — ArcGIS Online + Cloud Images

| need to pilot a solution that requires basemaps and some ArcGIS Server specific features.

- Rapid - Build to Suit
Deployment . ArcGIS
(SaaS) Server/Portal

Low TCO - Customer

- Data: Low manages all
Impact security aspects




L

Deployment Architecture
User Scenario — ArcGIS Online + On-Premises

| want to share sensitive data internally, but provide subsets to external and public users.

Rapid Deployment (Saa$S) 4 )
External Data 7 N
SAML (Enterprise Logins)

Internal Data O
Disconnected n
Integrated Security Prem ISES
>,

Example: EPA’s FISMA Authorized GeoPlatform



Deployment Architecture

Registering ArcGIS Server Services in ArcGIS Online

- Common for large enterprises

- Primary reason
- Data Segmentation / Prevent storing sensitive data in the cloud

- What is stored in ArcGIS Online? — Service Metadata

- Username & password - Default, not saved

- Initial extent - Adjust to a less specific area

- Name & tags - Address with organization naming convention
- IP Address - Utilize DNS names within URL’s

- Thumbnail image — Replace with any image as appropriate



Deployment Architecture oo
Registering ArcGIS Server Services in ArcGIS Online (Workflow) nlﬁ

ArcGIS Online Users 4. Access Service

Group

“TeamGreen” :
gister Services

AGOL
Org

Hosted Services, P %

Content
Public Dataset M
Storack ArcGIS O

Accg

Segment sensitive data internally and public data in cloud



Deployment Architecture
Registering ArcGIS Server Services in ArcGIS Online

- Where are internal and cloud datasets combined?
- At the browser

- The browser makes separate requests for information to multiple sources and does a
“mash-up”

- Token security with TLS or even a VPN connection could be used between the device
browser and on-premises system

On-Premises Operational Cloud Basemap Service
Layer Service ArcGIS Online

Browser Combines Layers

LEASANT VALLEY

£ .
284n

oA m
Happy Valley

Wilson Cornef ]
———

Damas
Damascus H

g

+ https://YourServer.com/arcgis/rest... https://services.arcgisonline.com...



Deployment Architecture
Significant Security Change Coming

- TLS 1.2 only was enforced in 2019

- In 2020 all ArcGIS Online organizations will have HTTPS only enforced
- Allows utilizing HSTS across domain, as opposed to specific services

- Customers utilizing HTTP only services with ArcGIS Online and external HTTP services
need to begin preparing now

- Maps/services/apps with HTTP calls will break and need to be fixed

- Capabilities to make the transition easier
- Update Map Layers to HTTPS

- HTTP Checker added to AGO Security Advisor tool et




Compliance




Compliance

- Milestones

- Cloud Infrastructure Providers
- Privacy Assurance /| GDPR

- Security Assurance /| FedRAMP



Compliance

Milestones
FISMA Law FedRAMP First FedRAMP  ArcGIS Online FISMA AT Cifns
i Authorization Authorization FedRAMP
= Announced Authorization
2002... | 2005... 2010 2011 2012 2013 ¢ 2014 2015 2018
=sTh GOS2 FISMA S Esri|Participatesiin Esri Hosts Federal EMCS FedRAMP  Esri GDPR
S Aoty Cloud Computing Security Authorization Alignment

Computing Forum Workshop

Esri has actively participated in hosting and advancing secure compliant solutions for over a decade



Compliance
Cloud Infrastructure Providers

- ArcGIS Online Utilizes World-Class Cloud Infrastructure Providers
- Microsoft Azure
- Amazon Web Services

Cloud Infrastructure Security Compliance




Compliance
Privacy Assurance

- EU-U.S. Privacy Shield self-certified
- General Esri Privacy Statement
- Products & Services Privacy Statement Supplement

- Certified Privacy

- TRUSTe
- Provides privacy certification and dispute resolution

- General Data Protection Regulation (GDPR)
- Stronger privacy assurance

CONSUMER
PRIVACY ACT

- California Consumer Privacy Act (CCPA)
- Currently working on ensuring alignment by enforcement 1/1/2020

l‘l‘“ CALIFORNIA




Compliance
Protect By Design

- Esri established a formal Security Development Lifecyle in 2017

- Addresses governance structure (CISO — Products, CISO — Corporate)
- Guideline practices based on BSIMM, OWASP, CWE/SANS

- Most rigorous security measures with ArcGIS Enterprise & Online

- Static, Dynamic, and Component Analysis + 3" party testing

- Product Security Incident Response Team (PSIRT) established

- FedRAMP Tailored Low Authorization drives continuous monitoring

- ArcGIS Online customer datasets are now encrypted at rest

Esri Software Security and Privacy

Governance
Security policies spanning the company are set at the corporate level under the guidance of the Chief
ty Office 50). Also at the corporate level, the Legal and Human Resources
i vith evalving priva eeds, ensuring that employees are
ding, and push for ancel t of business continuity effarts.
trols are inherited acress Esri, while functional areas (such as engineering and
operations) are respansible for specific security control families, a5 seen in figure 1 below.

The security of Esri products and service wersean by the Chief Information Security Officer (CI30)-
Products, whao leads Esri's Software Secu B Privacy team. This team is embedded within product
opera = and engineering, providing security guidance and validation while fostering security
adwocates acrozs the broad spectrum of product teams to help further embed security across Esri
products.

Eeri Cloud + Physical & Environmental Security

¢ Monitaor, G . Assat & Chi M art, Ao
Product Operations ' Cora '&W ange Managemant, Access

= Apphcs & Pigiform Security Modal
Product Em Sa:u;“()mmv- {Drenvpdopment)

+ Business Continuily (Legal). Security Governance (Comp Sec),
Privecy Compliance (MR, Resources [HR)

Figure 1—Product Security Responsibility by Functionol Area

See Esri Software Security & Privacy overview in Trust Center documents



Compliance @

FedRAMP

- ArcGIS Online Agency FedRAMP Tailored Low authorization-to-operate (ATO)
- Referred to as a Low-Impact Software as a Service (Li-Saa$S)
- Standardizes US government security authorization process for cloud products and services

- Value to All Organizations
- Recognized by many organizations around the globe as a gold standard for security
- Mapping of ISO 27001 & 15408 controls available via Trust Center
- Ensures annual 3 party assessments



Compliance
Summary Across ArcGIS Online

TRUSTe %

e **GDPR *

Flsmn Authorization &
Accreditation

* X %
ve

*
***

@) FedRAMP

Trust.ArcGIS.com



Security Advisor Tool



AGO Security Advisor Tool

Settings Advisor

Feedback

Launch from ArcGIS Trust Center

Launch Security Advisor

Validate settings/usage against
secure best practices

GUI for organization & user level
audit log visualization

Welcome enhancement requests
- SoftwareSecurity@Esri.com

) CRITICAL: There are items that need your immediate attention.
A My Organization Settings & Rescan @ Help

0 info

Policies

Sharing and Searching

Q, Click to Search Clear
Total Logs Returned (100 limit)

100

Action Time S

updateUserProfileDisabled :

true

hPublic : false



AGO Security Advisor Tool

- Version 2.0 released this week - New HTTP Checker feature
- Helps ease HTTPS enforcement in 2020 for customers with HTTP still enabled

- Flags any HTTP references within your org

ArcGlIS Online Security Advisor

HTTP Check [BETA]

Feedback

Welcome

<l Sign-out

Clear (] Help

Q

Total Content Found (100 limit) Content With HTTP:

N 5

Item

Section

Title Owner ype Identifier(s} Ident

World_Topo_Map

Python HTTP Checker will be released later this month for more advanced needs/Enterprise validation






Summary

- FedRAMP Tailored Low authorization and GDPR alignment ensure ArcGIS Online security
& privacy capabilities continue to advance

- Significant security advancements are coming that could directly affect your operations
- HTTPS Only enforced in 2020

- Extensive security, privacy, compliance, and status info available
- Trust Center - Trust.ArcGIS.com
- In-depth Cloud Security Alliance (CSA) answers readily available
- Security best practice validation tool



Summary

Want to learn more?

ArcGIS Trust Center Overview Security Privacy Compliance Documents Launch Security Advisor

S Trust Center Q

Security / Cloud

QOverview

ArcGIS Online Implementation inthis topic

Cloud options

. s Application security settings
ArcGIS Online capabilities The following section identifies best practices to consider for ArcGIS Online. These best

. ; . L . . . Authentication
practices involve authentication, authorization, encryption, and application specific

ArcGIS Online guidance

. . . : e Authorization
security settings that can improve the overall security posture of an organization's

Esri Managed Cloud Services implementation of ArcGIS Online. EnEnEiEn
Logging and Auditing

Enterprise Related content

Application security settings

Desktop

ArcGIS Online enables customers to increase the security posture of their organization by

applying security settings as appropriate. When possible, it is encouraged customers
follow the best practices below.

Mobile




Please Share Your Feedback in the App

Download the Esri
Events app and find
your event

- h esri events Q

All Events

Esri User
Conference

July8-12, 2019
San Diego, CA

Esri Petroleum GIS
Conference

May 15-16, 2019
Houston, Texas

Esri Southeast User
Conference

Select the session
you attended

I

Schedule Q
ArcGIS API for Javaﬁicript: An

Introduction

ArcGIS Apps for the Field: An Introduction

ArcGIS Data Reviewer: An Introduction

ArcGIS Enterprise: Creating Sites
and Pages

ArcGIS Enterprise: The Road Ahead

ArcGIS Excalibur: Experience the Value
and Power of Imagery through the Web...

Scroll down to
“Survey”

< 0

ArcGIS Data Reviewer: An Introduction

Add Reminder

Jul 10, 8:30 AM - 9:30 AM

July 09, 08:30 AM - 09:30 AM

y rale in every

data. Learn h

Log in to access the
survey

Share your thou

r fe o

Complete the survey
and select “Submit”

Title and Description Consistent with Content

Poor Excellent

Well Organized/Clear Presentation

Poor Excellent

Public Speaking Skills

Poor Excellent

The content of the workshop was relevant to
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