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Issue at Hand

& D

Customers want to know where their data is stored, and which entities have access to it.

New laws may impose restrictions on the movement of data between countries.

Customers want to ensure transparency about the location of their data and how Esri
can provide in-country or regional offerings

Concerns about data security in specific regions and uncertainty about meeting
regulations.

Potential operational costs and slower application performance due to data residency
requirements.
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Data Sovereignty &
Data Residency



Whose Laws
Apply?

More than 100 national and state
governments have enacted data privacy
and disclosure laws. Among them are:



Data Sovereignty

- Data sovereignty is the concept that data is used and kept per the laws and regulations of the country
or jurisdiction in which it is situated.
- Examples of data sovereignty laws include:
- Canadian Consumer Privacy Protection Act (CCPPA)
- General Data Protection Regulation (GDPR)
- Australian Privacy Principles (APP)

- Data sovereignty is essential for businesses storing data in the cloud to observe the laws and
regulations of the country or jurisdiction.
- Implementing data protection measures is a key aspect of ensuring data sovereignty. This includes:
- Encryption
- Access controls
- Monitoring



Data Residency

- Data residency refers to where data is stored. This could be a physical or virtual location.

- Unlike data sovereignty, data residency is primarily concerned with the geographical location of
the data itself.

- Data residency involves the practice of data mapping, which helps customers understand:
- What data they possess
- Where it is located
- The relevant data residency policies for each location

- Data residency is essential for adhering to data protection regulations, bolstering security,
and providing access to data.



Data Localization

- Data Localization refers to the requirement that data generated within a country’s borders must be
stored and processed within that same country.

- While data localization dictates where data must be stored, data residency simply indicates its
current location.

- Some countries want to maintain control over data generated by their citizens.

- The primary goal of data localization is to control data flow and safeguard it according to the local
laws and standards.

- By keeping data within a specific jurisdiction, some governments believe it's easier to secure and prevent
unauthorized access.



The Why Data Sovereignty

Data Residency

The Where

Data Localization
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The How

Coming Together

- Data sovereignty sets the overarching principles

- Data residency defines the location based on
those principles

- Data localization enforces stricter control within
a specific area

Together, they ensure that data is controlled, stored, and
s’- processed in compliance with local regulations and

protecting it from unauthorized access.



Why Does All This Matter?

_____

- Exponential growth in data crossing boarders

- Businesses operate internationally, collecting and processing data from users worldwide

- Data breaches have raised public awareness about how personal information is collected and

used.

- Data laws and regulations like GDPR, CCPA, and regional variances

- Tensions between countries can lead to concerns about data security and government access

- Organizations must comply with data residency and localization laws to avoid hefty fines and legal

repercussions

- Knowing the data residency location helps identify who is responsible for data security in case of a

breach.



Artificial Intelligence (Al) & Data Sovereignty

- The quality and quantity of data directly impact the effectiveness and accuracy of Al models
- Data sovereignty can influence the type and quality of data available for Al development.

- Al systems can be vulnerable to manipulation or misuse
- Reduce the risk of unauthorized access by foreign actors with data localization

Al models trained on biased data can perpetuate those biases in their outputs
Data sovereignty can provide some control over the data used for Al development

Many countries are developing national Al strategies that prioritize domestic Al development

China has strict data residency laws and is heavily invested in domestic Al development.



Meeting Data Sovereignty
& Data Residency
Demands



Esri Meeting Data Sovereignty & Data Residency Demands

- EU and Asia Pacific regions
- Store your data in your preferred region

- ArcGIS Trust center information and documentation
- Product Supplement
- Compliance with relevant data privacy regulations (GDPR, CCPA)

- Encryption of data at rest and in transit, access controls, data retention, and regular security audits

- DPAs and SCCs provide the legal foundation for data processing and transfers
- EU-US Data Privacy Framework (EU-US DPF) certification

- Customer-enabled technical measures (Pseudonymization)

- ArcGIS Enterprise Hardening Guide More info in the ArcGIS Trust Center:
https://trust.arcgis.com/en/privacy/gdpr.htm



https://trust.arcgis.com/en/privacy/gdpr.htm

What Customers Can Do

« Data mapping and classification of your data to understand the types of data
* Maintain clear records of data storage locations

» Determine what risks exist to your data
+ Research what laws and regulations apply and monitor regulatory changes

« Utilize Esri’s regional data centers to store data within the required geographic boundaries
» When setting up services like ArcGIS Online, specify the preferred data storage location
« Engage with Esri’s professional services for customized advice and solutions tailored to specific regulatory needs.

« Develop and enforce internal data governance policies that align with local regulations.
« Conduct regular audits to ensure ongoing compliance with data sovereignty and residency laws.

« Implement strict access controls and authentication measures to safeguard data and ensure it is only accessible to
authorized personnel.

» Evaluate the nature of your business activities and the types of data you handle
» Consider industry-specific regulations that may impose additional requirements on data handling practices



Geospatial Infrastructure
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ArcGIS Online
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Esri Managed

Website Capabilities

Basemaps

Services

Customer Data

File Storage Feature Storage

All components located on United States soil for US customers
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ArcGIS Online




ArcGIS Online

Public datasets cached globally based on-demand



ArcGIS Implementation
Patterns



ArcGIS Implementation Patterns

Data & Metadata Data Data
Specific Specific Regional
Location Control | ocation Control Location Control

ArcGIS Enterprise Hybrid ArcGIS Online
Cﬁzgquer All Data Registered Regional Data Storage
Hosting Sensitive Data

Provider Registered US-based Deployment

Decreasing Level of Data Sovereignty Paranoia



Customer Specific Location Control

- Counter to cloud first initiatives

- Increasingly less common
- Scalability / infrastructure management costs

- For organizations with extreme/stringent data sovereignty demands

- ArcGIS Enterprise hosting provider options
- Esri Distributors
- Esri Business Partners
- Esri Managed Cloud Services

Data & Metadata
Specific
Location Control

ArcGIS Enterprise

Customer
Hosted

Hosting
Provider



Esri Only Hosts Metadata

- ArcGIS Enterprise hosts ALL data in locations you approve
- ArcGIS Online/Hub used as user discovery interface

- Data sources from ArcGIS Enterprise are registered with
ArcGIS Online to facilitate Open Data

- Your data is NOT stored within ArcGIS Online
- Only service metadata stored

Data
Specific
Location Control

Hybrid

All Data Registered



Esri Hosts Non-sensitive Data

- Strikes balance
- Host sensitive datasets within your Enterprise
- Store other datasets within specific ArcGIS Online regions

- Most common deployment for SDI/Open Data demands

- Mitigation option in Esri’'s DPA Supplementary Measures

Sensitive Data
Specific
Location Control

Hybrid

Sensitive Data
Registered



Hosted by Esri

- Most cost-effective and typically strongest performance option
- Scalable and highest degree of discoverability

- Multiple data storage location options
-EU /Asia PAC / US

- If you are a data manager with extraordinary concerns about
- Public metadata stored in the US
- Using global Content Distribution Network’s (CDN)

- You may want to lean towards ArcGIS Enterprise
- Otherwise, ArcGIS Online should be considered

Data
Regional
Location Control

ArcGIS Online

Regional Data Storage

US-based Deployment



Resources & Compliance



ArcGIS
Trust Center

https://Trust.ArcGIS.com



https://trust.arcgis.com/

ArcGIS Security & Privacy Adviser

Simple , Yellow, dashboard Example of a privacy check to minimize Pl
Analyzes both ArcGIS Online AND ArcGIS Enterprise

Demo of latest beta available @ the Open Location Security & Privacy kiosk



ArcGIS Technical Papers



Compliance

- ArcGIS Online FedRAMP Boundary
- Running @ FedRAMP Moderate since 2023
- FedRAMP to ISO27k mapping in Trust Center
- Covers US-based operations/systems

- ArcGIS Online and ArcGIS Location
Platform Regions

- Today
- Security assurance of underlying providers
- Microsoft Azure and Amazon Web Services

- Mid-2025
- 1ISO 27k EU Region compliance

- Future Additional Regions




Conclusion



Conclusion

- Esri Actions Taken
- DPA supplementary measures and contractual clauses
- EU-US Data Privacy Framework Certification
- Data protection strategies
- EU & Asia Pacific region data storage

- Customer Deployment Options
- Enterprise — Data & Metadata Specific Location Control
- Hybrid — Data Specific Location Control
- Online — Data Regional Location Control

- Guidance Available
- ArcGIS Trust Center
- ArcGIS Security & Privacy Adviser
- ArcGIS Enterprise Hardening Guide
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