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Data: The New Oil?

In an era where data is the new oil, understanding and respecting data sovereignty has become 
a crucial aspect of our digital lives.

The UK Trade Policy Observatory estimates that international e-commerce 
and digitally delivered services would is likely worth US$5.5 to US$6 
trillion, or almost 25% of total world exports.

According to the International Data Corporation (IDC), the global datasphere 
will grow from 33 zettabytes (ZB) in 2018 to 175 ZB by 2025.

According to the International Association of Privacy Professionals (IAPP), as 
of 2020, more than 130 out of 194 countries have enacted legislation to secure 
the protection of data and privacy.



Issue at Hand

• Customers want to know where their data is stored, and which entities have access to it
• They want to ensure transparency about the location of their data and how Esri can provide 
in-country or regional offerings

• The above needs to be backed by robust data security and privacy protocols and standards

• Data Sovereignty was identified by Open GIS Consortium (OGC) as key impediment for 
global pandemic preparedness going forwards

• More specifically
- Balancing individual patient privacy with public health needs
- National sovereignty with transparency and trust in global institutions
- Populations’ health needs across dissenting political boundaries with differing perspectives



Data Sovereignty Basics



What is Data Sovereignty?

Data Sovereignty: 
Data collected, processed, and stored subject to regulations of country’s location

Data Residency: 
- When a business or government specifies data storage geographical location
- Ensures data stays in specified geographical location

Data sovereignty makes sure information subject to country legal 
punishments and protections where physically stored.

Data Localization: 
The requirement for data to be stored physically within the borders of the specific country 
where it was generated.

Summary:



Why does Data Sovereignty Matter?

• Exponential growth in data crossing boarders
• Data Laws and Regulations: 

- GDPR regulations
- CCPA
- Regional variances

• Data Localization requirements
• US Privacy Shield deprecation highlighted concerns with inadequacy of international data 
transfers

- Led to new mechanisms needed to comply with EU data protection requirements when 
transferring personal data from the European Union to the United States

- Note: EU Commission voted to adopt its adequacy decision for the EU-US Data Privacy 
Framework

• Security and data protection strategies of data
• Data identification and classification
• Cybersecurity Risks



Esri Meeting Data Sovereignty Demands

• GDPR Data Processing Agreement (DPA) commitments
- Supplementary measures 
- EU Standard Contractual Clauses (SCC)

• Data Protection Strategies
- Encryption
- Data Retention
- Monitoring Plan 
- Key Management 

• Customer Enabled Technical Measures
- Pseudonymization

• Data Location Options
- EU and Asia Pacific regions
- Store your data in your preferred region

More info in the ArcGIS Trust Center: 
https://trust.arcgis.com/en/privacy/gdpr.htm



Esri Meeting Data Sovereignty Demands

• Standard Contractual Clauses (SCC’s) External references
- Added SCC’s obligations and addendums for the EU, UK, Brazil, and Swiss Privacy Law
- Referenceable within our DPA
- Obligations to implement appropriate security measures, restrictions on sub-processing, and 
obligations to assist data controllers in ensuring compliance with legal obligations.

• Added California Consumer Privacy Act (CPRA)
- Data Minimization and Purpose Limitation
- Consumer Rights
- Security Measures

• Scoped to Online Services and Subscription and Maintenance 

Recent Esri DPA Updates



Geospatial Infrastructure & Esri
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A Digital Ecosystem
GIS creating a sustainable future Digital Twins



Website

File Storage Feature Storage

Services Basemaps

ArcGIS Online
Infrastructure

All components located on United States soil for US customers

Esri Managed 
Capabilities

Customer Data 



ArcGIS Online
Datacenters Utilized by US Customers

Website

File Storage Feature Storage

Services Basemaps



ArcGIS Online
Datacenters Utilized by EU Customers

File Storage Feature Storage

Website

Services Basemaps



ArcGIS Online
Regional Locations

AWS Region
Azure Region



CDN Locations
ArcGIS Online
Global CDN Locations

Public datasets cached globally based on-demand



ArcGIS Implementation Patterns



ArcGIS Implementation Patterns
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Decreasing Level of Data Sovereignty Paranoia



Customer Specific Location Control
ArcGIS Enterprise

• Counter to cloud first initiatives

• Increasingly less common
- Scalability / infrastructure management costs

• For organizations with extreme/stringent data sovereignty demands

• ArcGIS Enterprise hosting provider options
- Esri Distributors
- Esri Business Partners
- Esri Managed Cloud Services

Data & Metadata 
Specific

Location Control
ArcGIS Enterprise

Customer 
Hosted

Hosting 
Provider



Esri Only Hosts Metadata
Hybrid - Registered / Referenced

• ArcGIS Enterprise hosts ALL data in locations you approve

• ArcGIS Online/Hub used as user discovery interface

• Data sources from ArcGIS Enterprise are registered with 
ArcGIS Online to facilitate Open Data

• Your data is NOT stored within ArcGIS Online
- Only service metadata stored

Data
Specific

Location Control
Hybrid

All Data Registered



Esri Hosts Non-sensitive Data
Hybrid – Sensitive Data Limited to Enterprise

• Strikes balance
- Host sensitive datasets within your Enterprise
- Store other datasets within specific ArcGIS Online regions

• Most common deployment for SDI/Open Data demands

• Mitigation option in Esri’s DPA Supplementary Measures

Sensitive Data
Specific

Location Control
Hybrid

Sensitive Data 
Registered



Hosted by Esri
ArcGIS Online

• Most cost-effective and typically strongest performance option

• Scalable and highest degree of discoverability

• Multiple data storage location options
- EU / Asia PAC / US

• If you are a data manager with extraordinary concerns about
- Public metadata stored in the US
- Using global Content Distribution Network’s (CDN)

• You may want to lean towards ArcGIS Enterprise
- Otherwise, ArcGIS Online should be considered

Data
Regional

Location Control

ArcGIS Online

Regional Data Storage

US-based Deployment



Resources & Compliance



ArcGIS Trust Center

https://Trust.ArcGIS.com



ArcGIS Security & Privacy Advisor

Simple Red, Yellow, Green dashboard
Analyzes both ArcGIS Online AND ArcGIS Enterprise

Example of a privacy check to minimize PII



ArcGIS Location Sharing Privacy Technical Paper



Compliance

• ArcGIS Online FedRAMP Boundary
- Upgraded to FedRAMP Moderate for 2023
- FedRAMP to ISO27k mapping in Trust Center
- Cover US-based operations/systems

• ArcGIS Online Regions
- Today

- Security assurance of underlying providers
- Microsoft Azure and Amazon Web Services

- Mid-2024
- ISO 27k EU Region compliance



Conclusion



Conclusion

• Esri Actions Taken
- DPA supplementary measures and contractual clauses
- Data protection strategies 
- EU & Asia Pacific region data storage

• Customer Deployment Options
- Enterprise – Data & Metadata Specific Location Control
- Hybrid – Data Specific Location Control
- Online – Data Regional Location Control

• Guidance Available
- ArcGIS Trust Center
- ArcGIS Security & Privacy Advisor
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